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Thank you, Patrick Maines and team at The Media Institute, for this

invitation.

Today, somewhere in America we have a presidential candidate
suggesting he wants to sue reporters who give him bad coverage, so he can

“win lots of money.”

Never in my life did | think would open a speech by criticizing a
presidential candidate for not supporting ALL types of speech - good or bad.
But these are the times we live in, and we must be vigilant in protecting free

speech.

That’s why | am honored to speak here today as the Media Institute is

focused on the noble cause of fighting to protect the First Amendment. While



other nations may claim analogous free speech protections, no other nation

gives the right of free speech such primacy, vibrancy and protection.

Freedom of speech, in concert with government stability, allows us to

innovate, break barriers, create new industries and prosper.

And thanks to our First Amendment protections, our nation leads and
makes the world a better, safer and healthier place - all enabled through
technology, which is changing our lives for the better. We sit at a critical
inflexion point in history. A point where our ability to continue our nation’s
leadership position is being challenged by a collision of key fundamental rights,
core values and the need to ensure our nation’s - and our personal - security.
We invite and need a national dialogue on our rights, needs and priorities and
the tensions between them. The First Amendment right to create, transmit and
receive information, our constitutional right to privacy, our overarching need to
defend our nation and protect ourselves from terrorism and cyberattacks, and
our national strategy favoring innovation must all be discussed, debated and
considered. We must embrace a better world where technology solves our basic

problems and helps us confront new challenges.

The question before us today is how to balance our critical constitutional

protections with private sector innovation and national security.



Our First Amendment stretches far beyond politics and the battle of
ideas. It is vital to our leadership in creativity and innovation. No other nation
has such global impact on music, movies, television and content creation, which
help globally promote our culture and values. Airbnb, Amazon, Apple, Facebook,
Google, Microsoft, Netflix, Pandora, Snapchat, Trip Advisor, Twitter, Uber, and
Yelp have more in common than their CTA membership - they’re all U.S.
companies. The Constitution, especially the First Amendment, allowed these
relatively young companies to disrupt the status quo, challenge legacy
businesses and succeed. Our legal system gave these companies confidence
that our judiciary system and the court of public opinion would protect them
from being shut down by the old business models they threaten. And for the

most part - patent trolls aside - the system works.

These companies all began as disrupters. They changed the paradigm.
They threatened the status quo. They found a better way and let consumers
judge the benefits for themselves. And while tens of thousands of
entrepreneurs try and fail from a lack of funding or consumer interest, only a

few fail because the court system or government directly shuts them down.

The U.S. commitment to free speech is the envy of the world. | travel

every week — meeting with startups, entrepreneurs and government



policymakers who want to spark innovation in their cities, states and countries.
And | can attest that our country is the envy of the world, as it offers a special
blend of determination and creative thinking that is critical to economic growth.
But in the United States, we must continue to fight to preserve our First
Amendment freedoms. Consider online reviews. Here in Washington, DC, a new
restaurant opens every week. So how do you know which ones to line up for and
which ones to avoid? Many of us turn first to services like Yelp and Trip Advisor
for honest, accurate reviews and recommendations from people just like us.
When we review products or services online, we shouldn’t fear a virtual - and
potentially expensive - slap on the hand while we type. But that’s exactly
what’s happening as a result of a handful of businesses that hide behind
Strategic Lawsuits Against Public Participation laws - commonly referred to as

SLAPP lawsuits - to silence public opinion when they don’t agree with it.

These businesses are suing consumers who voice their honest opinions
about their experiences. If the review isn’t glowing, customers may find
themselves in court. That threat has a chilling effect not only on free discourse,

but also on an open Internet and the 21st century information economy.

CTA supports national legislation that protects online speech and holds
businesses accountable for bad service. Bills like the SPEAK FREE Act will level

the legal playing field by ending meritless anti-speech lawsuits quickly and by



making overreaching plaintiffs pay the legal fees and costs when they lose. The
bill includes a “loser pays” provision, which acts as a crucial counterweight
against frivolous or weak lawsuits that try to silence voices and opinions that

deserve to be heard.

And most of us do a lot more online than simply figure out where to grab
our next meal. The average American goes online 30 times a day and spends at
least 30 hours a week online. The Internet is our on-ramp to the worlds of news,
politics - for better or worse - sports, history, culture, banking, entertainment,
gaming, and connectivity with others. In just a generation, it has become the

oxygen we need to live many aspects of our daily lives.

And in the wake of terror attacks around the world, mobile connectivity
and social media have become critical tools in rebuilding communities. CTA’s
Chief Economist Shawn DuBravac has said that the ability to band together
through social media is perhaps the most significant impact of technology in the

21st century.

This social technology - and the freedoms that enable it - also provides
crucial peace of mind after terrorist attacks. We all can recall the images of
countless flyers and pictures of the missing posted in New York - families
desperate to locate missing loved ones in the days and weeks after the towers

fell. Contrast that to the immediacy that social media offered last year after the



Paris attacks. Through Facebook, Twitter and Snapchat, friends and families
could connect instantly - from virtually anywhere in the world - to get updates

and assurances from those they knew who were in Paris at the time.

Tech companies recognize their implicit value in emergencies, and are
actively finding ways to help. Immediately after last month’s terrorist bombings
in Brussels, Facebook enabled its Safety Check feature, which let people alert
friends and family that they were safe. Uber suspended surge pricing in and
around the city. And Airbnb launched a free accommodation program for

stranded travelers.

While it is a tremendous resource, the Internet raises new security
challenges. Our national business and government leaders have focused their
energies on protecting our financial, transportation, water and electrical
infrastructures from potential terrorist attacks. Cyber-risks to these systems
remain real and potentially even more devastating. Every day, incursions
from totalitarian countries hit our government information-technology
structures, business networks, and even personal devices. They probe, gather
information, implant viruses, and install parallel Web-tracking programs and

perhaps even “sleeper” programs.

Our government is struggling to protect itself from cyber-attacks, while

also protecting free speech and preventing the online enabling of terrorist



activity. The recent exposure of more than 22 million government personnel

records underscores just how difficult it is to protect our digital data.

At the same time, regulatory threats to Internet freedom in America are
getting more serious. The FBIl is pushing to compel Apple to hack its own
devices and create a back door for law enforcement to access our data.
Ostensibly, this was about one device - the phone that was used in the San
Bernardino shooting. But the FBI has other demands involving other phones and
even other tech companies. Granting government power to force companies to
build back doors is unprecedented and we fear it opens a Pandora’s Box as it
weakens security standards that could be exploited by the very people from
whom our government seeks to protect us.

Technology companies are and will continue to help governments fight
the battle against terrorism - but it should be through innovation. Tech
companies will use Big Data and will develop predictive analytics. They will
exploit increasingly smart and better sensors, especially those for explosives.
These new tools, applications and measures will keep us all safer. That's why
CTA stood united with Silicon Valley in supporting Apple in its resistance to
creating software which would allow anyone from getting the software to

decrypt iPhones.


http://t.sidekickopen31.com/e1t/c/5/f18dQhb0S7lC8dDMPbW2n0x6l2B9nMJW7t5XX463RLnlW4XXHR62BpBggW3M2f5R56dybkf8jZwN602?t=https%3A%2F%2Fwww.washingtonpost.com%2Fnews%2Ffederal-eye%2Fwp%2F2015%2F07%2F09%2Fhack-of-security-clearance-system-affected-21-5-million-people-federal-authorities-say%2F&si=4541813412593664&pi=e8c7d3ed-9923-4b7b-aa71-958b45ecc6ad

Thankfully the FBI dropped its case after it figured out a way to get the
information it wanted. But the issue by no means disappeared. Last week, a
discussion draft of a bill by Sens. Richard Burr and Dianne Feinstein surfaced,
attempting to address the encryption issue head-on. Unfortunately, the bill - at
least in draft form - is dangerously overreaching and technically

unsophisticated.

Its broad definitions would enable virtually any federal, state or local
government official to demand encrypted information from device makers,
software manufacturers, or service providers. Companies would have no
opportunity to contest these demands in court.

Techdirt’s Mike Mansick called the bill “insane,” adding “Burr and Feinstein
are basically offering a bill that completely undermines the economic prosperity

of the American tech industry.”

Kevin Bankston, director of the New America Foundation’s Open
Technology Institute, told WIRED magazine this is “easily the most ludicrous,

|”

dangerous, technically illiterate proposal” he’s seen in his career.
This bill would essentially make effective cybersecurity illegal in the United
States, pushing companies that take cybersecurity seriously offshore. This

would be a huge hit on the U.S. tech economy. The anti-encryption mandate



would harm our ability to keep high-skill, high-wage jobs in America and carry

potential international ramifications that diminish our global competitiveness.

To be clear, if the government wants the authority to access private data
in the interest of national security, investigators should turn to Congress, not
industry. And in the absence of sane and sensible congressional action, Silicon
Valley must protect and promote the responsibility tech companies have to
their customers. That means making sure their customers’ data is secure. And

they should be able to do this without fear of legal reprisal.

We have to think long term about the benefits and challenges of data
sharing. Is it better to create software which bad actors will likely obtain and

exploit to compromise the security of our phones?

Consumer tech companies work tirelessly to help deter crime and fight
terrorism by cooperating with law enforcement officials, building security into
their products, while continually enhancing it — and processing legal orders and
requests for content and information. In fact, | believe threats of terrorism can
be mitigated by technology. Soon we will be able to identify potential terrorists
by using relational databases. We will correlate potential terrorist activity with

physical, geographic, personality-based and search activity.



Already, we are developing sensing tools to reveal dangerous and
deceptive activity. Sensors such as those embedded in Israeli-based Tracense
[TRAY-SENSE] Systems can smell explosives like sharks smelling blood in the
water - picking up even the smallest traces of dangerous material. Voice
analysis biometric software has gotten so effective at pinpointing emotion that
call centers are using the technology to determine whether an irate customer
should be passed to managers or offered a better deal. Think about that the

next time you’re on hold with your insurance adjustor.

Facial recognition technology is able to identify suspected terrorists.
Facial micro-cues and eye and body movement analysis increasingly reveal a
person's emotions. Indeed, by the 2020 presidential election cycle, we should
be able to analyze the truthfulness and emotion of politicians appearing on
television. All of these technologies, if allowed to be deployed, will be powerful
tools in revealing deception, anxiety and stress, and thus quite powerful in

reducing acts of physical terrorism.

And consumers are voicing their support for these technologies,
especially in situations where their security is potentially at risk. We are
witnessing a shift in consumer perception of biometrics that demonstrates an
understanding of the benefits, such as streamlined security and personalized

services.
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A recently released CTA study found 62 percent of U.S. adults who have
used biometric technology are comfortable with it. And roughly two-thirds of
consumers support biometric technologies for altruistic purposes in medical

research and assistive technology.

This study also found that most U.S. adults are comfortable with the use
of biometrics in locations commonly believed to already have a high degree of
security screening - places like airports and national borders. As well as places

perceived to lack safety, such as high crime areas and public schools.

Biometric sensors aren’t good just at catching bad guys. These
technologies can help people with Alzheimer’s and low vision identify their loved
ones through voice and facial recognition. They offer stronger, more
individualized personal security. Apps like Aipoly [A-POLY] use machine learning
to identify objects and assist people who are blind or low vision to recognize
objects around them. New smart home technologies will recognize us as well as
our caregivers. These assistive technologies can be tailored to meet our
individual needs and enable us to live at home longer and more independently.
And we’re tying beacon technologies into our mobile devices to help us navigate
where we are both indoors and out. As consumers become more familiar with

the benefits of biometrics tech, that favorable perception will only grow.
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Our nation and others will debate whether these tools are worth the price.
Not just financially, but to other rights we possess, specifically our privacy
rights. As more consumer technologies include innovations to improve
accessibility and convenience, our industry is committed to strong consumer
data privacy protections and transparency. Innovation and strong consumer

privacy can and do co-exist.

As our government considers how best to protect our national interests,
we need a national discussion on how digital security will affect us in the future

and how to balance among competing rights and interests.

At the same time, each of us as Americans needs to think about our
personal comfort levels as they relate to privacy, security and daily
convenience. Our Fourth Amendment protection against unreasonable searches
and seizures by our government may come down to what we perceive as
unreasonable. If terrorism continues to thrive - and we see signs of it every
week around the world - then minor inconveniences and even analysis of how
we look, what we say and whether we perspire, may become more reasonable

and ultimately acceptable.
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The tension between privacy and safety will be debated, making today's
debates over things like mandatory vaccination seem tame. And it will spill into
other industries. We will look at the debate in health care, for example, over
privacy and information sharing which produced the absolutist protections of
HIPAA. We may conclude that the privacy pendulum has swung so far that
medical care and sharing of data and useful treatment have suffered. And with
them, a lost opportunity to leverage technology to reduce health care costs and

improve outcomes.

Last fall, the wellness technology industry came together under CTA to
develop Guiding Principles on the Privacy and Security of Personal Wellness
Data. The CTA principles are baseline, voluntary guidelines for companies that
handle personal wellness data. Rather than trying to be comprehensive, the
guidelines focus on actions that we recommend companies take in response to
consumer privacy concerns and tangible risks. Our goal is to foster consumer
trust by encouraging companies throughout the wellness-data ecosystem to

handle personal wellness data similarly.

We need to have a balanced conversation about privacy and public

interest, one that communicates the benefits to consumers and policymakers

while taking into account consumer concerns about privacy and security.
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These debates will occur against a backdrop of the increasing difficulty of
keeping private data private on the Internet. Cybersecurity has become a
national business. Military dominance of the land, sea and air is confronting the
reality that we are vulnerable on the fourth and newest field of cyber. Indeed,
anyone who works or worked for the U.S. government knows their most
personal information is now in the hands of our enemies. Businesses are also
subject to attack by both government entities and other unscrupulous
businesses. And as individuals relying on the Internet for our daily activities, we

remain vulnerable on several levels.

Cybersecurity and privacy are co-joined. The role of government and
industry and the rights of individuals must be discussed and debated. Business
groups like ours have to stand up as we did and develop voluntary privacy
guidelines so industries can develop and consumers can comfortably reap the
benefits of these technologies. Benefits of innovation such as wireless health
care devices that let older Americans age in place with the support and care
they need, drones that can handle dangerous jobs like bridge and mine
inspection, and connected cars that address transportation challenges and

provide new found mobility for the elderly and disabled.

Soon, our cars will be able to provide and share real-time data — such as
windshield-wiper activity, drive times and outside temperatures — that can keep

us safer on the road. Car companies will be able to aggregate, geotag and share

14



this data with weather reporters and local government officials who make
school-closing or public-safety decisions. The benefits of car-data collection and

consumption are about to be realized in life-changing ways.

Consider the lowly pothole. Potholes are a year-in, year-out nuisance in
colder climates - a problem that could be solved more quickly by data-sharing. If
drivers and city officials had instant access to pothole data, the cars that were
approaching a bad pothole could slow down and avoid car damage, and city

officials could deploy road-service crews faster and more efficiently.

As we continue to integrate technology into every aspect of our lives, we
have to balance real privacy and surveillance-state concerns with the fact that
not all privately generated information must be considered fully private and
protected. While guarding consumer-privacy interests is important, we must not
undercut the benefits that data can provide to convenience, consumer safety

and the environment.

Our nation is home to the world’s most dominant Internet companies, the
freest citizenry, the moral high ground and national consensus and culture on
Internet-related issues. Today, our uniquely American culture, education and
business environment combined with the underpinning of our Constitution allow
us to stay on top in creating the world’s most innovative companies. But we
must continue to strengthen this base and create a national strategy protecting
our nation and citizenry — and ensuring the Internet remains a tool for

democracy and freedom.
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That is our challenge. That is our responsibility. And that is the key to our

future.

Thank you.

H#H#H
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